
PRIVATE & CONFIDENTIAL 
Application for a 30-Day Trading Account, and 
Terms and Conditions of Quotation and Sale - 

DO NOT MODIFY 

Page 1 of 10

BV-QMS-03-F01 Credit Application 
Customerv11aWI (T&Cs V 041223) 

Note: This Form shall only be modified 
by Bullivants Quality & Compliance.

Greg Dufour
Inserted Text



1. DEFINITIONS AND INTERPRETATION

1.1 Definitions

In these terms and conditions, unless the context otherwise requires:

"Australian Consumer Law" means Schedule 2 of the Competition and Consumer Act 2010 (Cth) and the 
corresponding provisions of State Fair Trading legislation.  
"Buyer" means the person named as the buyer or purchaser of the goods and/or services in the relevant Contract.  
"Business Day" means a day other than a weekend or public holiday in the place which the goods are delivered.  
“Conditions” means these Bullivants Terms and Conditions of Quotation and Sale. 
"Consumer" means a consumer as defined by Schedule 2 of the Competition and Consumer Act 2010 as amended 
from time to time.  
“Contract” means a contract for sale as referred to in clause 2(b) or any other contract for the supply of goods and/or 
services entered into between Seller and the Buyer which incorporates these Conditions. 
“Excluded Loss" means loss of revenue, loss of profit, loss or denial of opportunity, loss of access to markets, loss of 
goodwill, loss of business reputation, loss of data, loss arising from any business interruption, increased overhead 
costs, and any indirect, remote or unforeseeable loss. 
"Exclusive Goods" means any goods which are, at the Buyer's request, embellished, embroidered, printed, 
machined, cut-to-size or specifically ordered for the Buyer.  
“Force Majeure Event” has the meaning ascribed to it in clause 15. 
“Health Event” means any epidemic, pandemic, quarantine restrictions, public health emergency, communicable 
disease outbreak, including without limitation, the Covid-19 outbreak and the consequences of any of the foregoing.  
“Order Confirmation” means a document issued by the Seller to Buyer evidencing their agreement for the sale and 
supply of goods and/or services by the Seller to the Buyer. 
"PPSA" means Personal Property Securities Act 2009 (Cth).  
"Purchase Price" means the price for the goods and/or services set out in the relevant Quotation, Order Confirmation 
or Contract or as otherwise agreed in writing by the Seller and the Buyer.  
Purchase Price and any other special terms and conditions for the sale and supply of goods and/or services 
"Quotation" means the form of quotation or proposal submitted by the Seller to the Buyer setting out the by the Seller 
to the Buyer.  
"Seller" means Bullivants Pty Limited ABN 47 087 887 072 trading as Bullivants. 
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1.2 Interpretation 

a. The words “include” and “including” are not to be interpreted as words of limitation and, when introduced as an
example, do not limit the generality of the words to which the example relates.

b. Words importing the singular shall include the plural (and vice versa).
c. A reference to a “person” includes an individual, the estate of an individual, a body politic, a corporation, a trust,

partnership, an association (incorporated or unincorporated) and a statutory or other authority.
d. A reference to a “party” means a party to a Contract.
e. A reference to “in writing” includes recorded by electronic or other durable means.
f. If any provision of these Conditions is invalid, these Conditions shall be read as if that provision has been severed.

2. ORDERS, GOVERNING TERMS AND CONDITIONS

a. Where the Buyer submits an order for goods and/or services and the Seller accepts such order, these Conditions
shall apply to the supply of goods and/or services by the Seller to the Buyer.

b. Any order placed by the Buyer will constitute an offer and shall not bind the Seller until accepted by it in writing
(including by means of an Order Confirmation) or by the Seller commencing the supply of goods and/or services in
accordance with that order. When the Seller accepts the Buyer’s order a separate contract of sale will arise for the
goods and/or services to which the order relates.

c. Each Contract formed under clause 2b. will incorporate these Conditions. Where an order placed by the Buyer on
the Seller references a Quotation, then any terms or special conditions contained in the Quotation will also be
incorporated into the Contract.

d. Unless otherwise expressly agreed in writing by the parties, any direction by the Buyer either verbal or written to
procure goods or services from the Seller will be deemed as acceptance by the Buyer of these Conditions, despite
any provisions to the contrary in the direction or any purchase order issued by the Buyer.

e. These Conditions prevail over any terms and conditions contained in any order, offer, acceptance or other
document of the Buyer whether or not any inconsistency arises.

3. QUOTATIONS

a. Unless previously withdrawn, a Quotation is valid for 30 days or such other period as stated in it. A Quotation is not
to be construed as an obligation to sell but merely an invitation to treat and no contractual relationship shall arise
from it until the Buyer's order has been accepted in writing by the Seller which provided the Quotation.

b. The Seller shall not be bound by any conditions attaching to the Buyer's order or acceptance of a Quotation and,
unless such conditions are expressly accepted by the Seller in writing, the Buyer acknowledges that such
conditions are expressly negatived.

c. Every Quotation is subject to and conditional upon obtaining any necessary import, export or other licence.

4. TERMS OF PAYMENT

a. Payment to the Seller for goods or services delivered is due within 30 calendar days of the end of the month in
which the Buyer is invoiced for the goods and/or services.

b. The Buyer must not withhold payment or make any deduction from the invoiced price or any other amount owing
to the Seller without the Seller’s prior written consent.

c. The Seller may in its discretion allocate a payment that does not specifically identify the invoice for which such
payment is made in satisfaction for monies owing under any outstanding invoices without regard to the date of
those invoices.

d. If the Buyer fails to make payment in accordance with this clause, without prejudice to any other remedy, Seller
may charge interest on the outstanding amount at an annual rate of three percent above the current Bank Bill
Swap Reference Rate as quoted in the Australian Financial Review at the date the amount is due and payable or
an equivalent rate determined by the Seller (acting reasonably) if this rate ceases to be published, is updated,
suspended or discontinued. Interest will be calculated on a daily basis from the day it falls due until the day it is
paid. Any payment made by the Buyer shall be credited first against any interest that has accrued.
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5. DELIVERY, INSPECTION AND ACCEPTANCE
a. Any timeframes quoted by the Seller for delivery of goods are estimates only. The Seller will use its reasonable

endeavours to supply goods in the quantities specified in the relevant Contract.
b. Delivery will be made in the manner and at the place specified in the relevant Contract or if not specified delivery

will be made as determined by the Seller. The Buyer agrees to accept delivery of goods at any time between
9.00am and 5.00pm on a Business Day.

c. The Seller reserves the right to make part deliveries of any order. Each part delivery may be invoiced separately
and shall constitute a separate sale of goods upon the same terms and conditions as those applying to the main
order. A part delivery of an order shall not invalidate the balance of an order.

d. The Buyer shall inspect all goods upon delivery and shall within seven (7) days of delivery give notice to the Seller
of any matter or thing by which the Buyer alleges that the goods are not in accordance with the Buyer’s order or
these Conditions. Failing such notice, subject to any non-excludable rights, guarantees or conditions implied by
law, such as those in the Australian Consumer Law, the goods shall be deemed to have been delivered to and
accepted by the Buyer. Acceptance of the goods does not prevent the Buyer from making a claim under the
statutory consumer guarantees under the Australian Consumer Law.

6. RETURNS

Return of goods (other than in situations where the Seller is required to accept a return of goods under the Australian 
Consumer Law) must be approved by the Seller. Any authorised returns must be freight prepaid and will only be 
accepted if they are in a saleable condition and (unless otherwise agreed with the Seller) and the goods are returned 
within 14 days of supply. The Seller reserves the right to charge a handling fee of $10 or 10% of the price of the goods 
returned (whichever is greater) under this provision. The Seller will not accept the return of Exclusive Goods other than 
in situations where the Seller is required to accept a return of such goods under the Australian Consumer Law. 

7. GST
a. If a supply under a Contract is subject to GST, the recipient of the supply must pay to the supplier, in addition to the

other consideration payable or to be provided for the supply and at the same time as the other consideration, an
additional amount equal to the GST.

b. If any party is entitled to payment of any costs or expenses by way of reimbursement or indemnity, the claim shall
exclude any amount for which that party (or representative member if the party is a member of a GST group) may
obtain an input tax credit.

c. Where an adjustment event occurs in relation to a supply made by the supplier under or in connection with a
Contract, the supplier will issue an adjustment note to the recipient in respect of that supply within fourteen (14)
days after becoming aware of the relevant adjustment.  Where the supplier becomes entitled to receive the amount
of a variation from the recipient, the amount is not payable by the recipient unless and until the supplier provides a
valid adjustment note.

d. Unless clearly indicated to the contrary, ‘GST’ and other terms used in this clause 7 (and in other provisions of
these Conditions where the GST meanings are expressly intended) have the meanings given to those terms by the
A New Tax System (Goods and Services Tax) Act 1999 or any replacement or other relevant legislation and
regulations. Any reference to GST payable by the supplier includes any GST payable by the representative
member of any GST group of which the supplier is a member.

8. PASSING OF PROPERTY AND RISK

a. Goods supplied by the Seller to the Buyer shall be at the Buyer's risk immediately upon delivery to the Buyer, into
the Buyer's custody or at the Buyer's direction (whichever happens first). The Buyer shall insure the goods from the
time of that delivery at its cost against such risks as it thinks appropriate.

b. Title in the goods supplied by the Seller to the Buyer under these Conditions shall not pass to the Buyer until those
goods have been paid for in full.
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c. Until the goods have been paid for in full:
i. the Buyer shall store the goods in a manner which shows clearly that they are the property of the Seller;

and
ii. the Buyer may sell the goods, in the ordinary course of its business, as agent for the Seller and shall

account to the Seller for the proceeds of sale (including any proceeds from insurance claims). These
proceeds must be kept in a separate bank account.

d. The Buyer agrees to grant the Seller reasonable access to any premises upon which the Seller's goods are stored
to enable the Seller to inspect the goods and/or reclaim the goods, if the Seller has terminated, or has a right to
terminate the relevant Contract. This right shall continue after termination and for so long as Seller reasonably
believes that goods in which it retains title are held at premises owned or controlled by Buyer.

e. The Buyer and the Seller agree that the provisions of this clause apply notwithstanding any arrangement under
which the Seller grants credit to the Buyer.

f. The Buyer consents to the Seller perfecting any security interest (as defined in section 12 of the PPSA) in goods
supplied under the Contract and their proceeds created by this clause 8 by registration under the PPSA and agrees
to do anything reasonably requested by the Seller to enable it to do so.

g. The parties contract out of the following provisions of the PPSA which, under section 115(1) of that Act, they are
permitted to contract out of:

i. sections 95 (notice of removal of accession) and section 130 (notice of disposal) to the extent that
they require the secured party to give a notice to the grantor;

ii. section 96 (when a person with an interest in the whole may retain an accession);
iii. subsection 121(4) (enforcement of liquid assets—notice to grantor);
iv. section 129 (disposal by purchase)
v. paragraph 132(3)(d) (contents of statement of account after disposal);
vi. subsection 132(4) (statement of account if no disposal);
vii. section 142 (redemption of collateral); and
viii. section 143 (reinstatement of security agreement).

h. Each party waives its right to receive each notice which, under section 157(3) of the PPSA, it is permitted to waive.
i. The parties agree that no one will disclose, or authorise the disclosure of, any information of the kind described in

section 275(1) of the PPSA to any other person unless allowed or required by law.

9. SUSPENSION, CANCELLATION AND DISCONTINUANCE OF SUPPLY

The Seller reserves the right to immediately suspend, cancel or discontinue the supply of goods or services to the 
Buyer without further notice to the Buyer where:  
a. the Buyer is in breach of these Conditions; or
b. the Buyer is otherwise in breach of its payment obligations to the Seller,
and the Seller will not incur any liability to the Buyer in respect of such suspended, cancelled or discontinued supply.

10. CONTAINERS AND PALLETS

Any pallets or containers used for the delivery, storage or display of goods are not included in the Purchase Price 
unless otherwise specified and will remain the property of their owner. The Buyer must promptly return or exchange 
the pallets and containers in its custody on the day of delivery (unless otherwise agreed with the Seller) or reimburse 
the Seller for the cost of replacement or repair of lost or damaged pallets or containers.  The Seller may charge a 
reasonable deposit to the Buyer for a pallet or container which will be credited in full if the pallet or container is 
returned to the Seller within 3 months of dispatch and is in good order and condition. 

11. INSTALLATION

The Seller's Quotation or Sale Invoice is made on a supply only basis. Installation and commissioning (if any) is at the 
expense of the Buyer unless otherwise specified in writing by the Seller. 
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12. DIMENSIONS, PERFORMANCE DATA AND OTHER DESCRIPTIVE DETAILS

a. To the extent permitted by law, and unless otherwise agreed, any performance data provided by the Seller which is
sourced from a supplier of the Seller or a manufacturer is an estimate only and is passed on by the Seller in good
faith, but the Seller has not independently verified the accuracy or completeness of such performance data . The
Buyer should exercise reasonable care in relying on such performance data.

b. Unless agreed to the contrary in writing, the Seller reserves the right to offer an alternative brand or substitute
product that has characteristics that are materially consistent with the goods offered when necessary. Substitution
will not be given effect to until approval is received from the Buyer.

13. SHIPMENT AND DELIVERY
Upon acceptance of an order by the Seller, the Seller will seek confirmation of the period of shipment or delivery. If 
any variation has occurred in the quoted period, the Seller will notify the Buyer. The Seller may impose a delivery 
charge on all deliveries (subject to such charge being notified to the Buyer in advance) with the exception of back 
order deliveries which are part of an original order that has been partly fulfilled. 

14. CONTINGENCIES

Any charge, duty, impost, sales tax or other expenditure which is not applicable at the date of Seller’s acceptance of 
an order but which is subsequently levied upon the Seller in relation to that order as a result of the introduction of any 
legislation, regulation or governmental policy, shall be to the Buyer's account. 

15. FORCE MAJEURE
A party shall be excused from the performance or observance of any of its obligations under a Contract to the extent 
its performance or observance is prevented, restricted or affected by reason of a force majeure event including strike, 
lock out, industrial dispute, raw material shortage, breakdown of plant, transport or equipment, a Health Event, 
measures or actions taken by any government or government body including, without limitation, in connection with a 
Health Event and importation of goods or any other cause beyond the reasonable control of the affected party (Force 
Majeure Event). Notwithstanding a Force Majeure Event no party will be relieved from liability to pay moneys due 
under a Contract. 

16. BUYER'S CANCELLATION

Unless otherwise agreed in writing, the Buyer shall have no right to cancel an order which has been accepted by the 
Seller. 

17. WARRANTY

The Seller makes no express warranties or representations in respect of any goods or services supplied to the Buyer 
under these Conditions. Manufacturers of goods may, from time to time, provide a voluntary warranty directly to the 
Buyer in relation to goods supplied to the Buyer. 

18. INSURANCE

Seller will maintain whilst it supplies goods and/or services under these Conditions and for the period of 
any Contract the following insurances: 
a. product and public liability insurance to a limit of $10 million; and
b. workers compensation insurance as required by law.
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19. LIABILITY

a. Where goods are purchased from the Seller by the Buyer as a Consumer:
i. the Australian Consumer Law provides certain statutory guarantees in relation to the goods; and
ii. nothing in these Conditions purports to modify or exclude such guarantees.

b. To the extent permitted by statute, the liability, if any, of the Seller arising from the breach of any statutory
guarantee under the Australian Consumer Law in relation to the supply of goods or services, other than goods of
a kind ordinarily acquired for personal, domestic or household use or consumption, shall at the Seller's option be
limited to:
i. in the case of goods:

a) the replacement of the goods or the supply of equivalent goods;
b) the repair of the goods;
c) the reimbursement of the cost of the repair of the goods; and
d) the payment of the cost for the repair of the goods; and

ii. in the case of services:
a) the re-supply of the services; or
b) the reimbursement of the cost of having the services supplied again.

c. To the extent permitted by statute, neither party shall be liable to the other in connection with a Contract for or in
respect of any Excluded Loss.

d. Subject to clauses 19a to 19c, and except in the case of fraud or wilful misconduct of the Seller, Seller’s
aggregate liability to Buyer in connection with any Contract for the supply of goods or services under these
Conditions, howsoever arising, whether in contract, in tort (including but not limited to negligence), in equity,
under any warranties or indemnities, by operation of statute or otherwise, will, to the extent permitted by law, be
limited as follows:

i. for liability arising in connection with events or circumstances in respect of which the Seller is indemnified
under a policy of insurance required to be taken out under these Conditions, the Seller’s liability will be limited
to the amount which is recovered by the Seller under that policy (or should have recovered had it complied
with the relevant policy) and in all circumstances will not exceed the amount that is the specified limit for that
policy of insurance required to be taken out by the Seller under these Conditions;

ii. for all liability in respect of which the Seller is not indemnified under a policy of insurance required to be taken
out under these Conditions, Seller’s liability will be limited to an amount equal to the Purchase Price for the
goods under that purchase order Contract.

e. To the extent permitted by statute, including the Australian Consumer Law, Seller will not be responsible for any
damage or loss caused to goods which have been serviced or repaired by unauthorised persons.

f. At all times, a party’s liability under a Contract or otherwise, shall be reduced proportionately to the extent that
any act or omission of the other party, its personnel or any other third party caused or contributed to such loss or
liability.

20. ALTERATION TO CONDITIONS

The Seller may, at any time and from time to time, alter these Conditions without notice and with immediate effect 
once posted on the Seller’s website, provided that any variation to these Conditions will not apply to any: 

a. orders placed not yet fulfilled prior to the date of such variation taking effect; or
b. contract for a specified term that incorporates a version of these Conditions released prior to the variation.

21. VIENNA SALES CONVENTION
To the fullest extent permitted by law, the United Nations Convention on Contracts for the International Sale of Goods 
(Vienna 1980) known as the Vienna Sales Convention does not apply to the Contract incorporating these Conditions 
nor do any of the conditions express or implied by the Vienna Sales Convention form part of any Contract. 

22. GOVERNING LAW
These Conditions and any Contract including them shall be governed by and construed in accordance with the laws of 
the State of New South Wales and the Seller and the Buyer submit to the non-exclusive jurisdiction of the Courts of 
New South Wales. 

BV-QMS-03-F01 Credit Application 
Customerv11aWI (T&Cs V 041223) 

Page 7 of 10

PRIVATE & CONFIDENTIAL 
Application for a 30-Day Trading Account, and 
Terms and Conditions of Quotation and Sale - 

DO NOT MODIFY  

Note: This Form shall only be modified 
by Bullivants Quality & Compliance.



To: BULLIVANTS PTY LIMITED ABN 47 087 887 072 of 41 Eastern Creek Drive, Eastern Creek, NSW 2766, 
Australia (Bullivants) 

The person, firm or corporation named in this application (Applicant) is providing this information for the purpose of 
establishing a 30- day trading account with Bullivants to purchase goods and/or services from Bullivants.

 Acknowledgements, Consents, Agreement and Declaration 

By completing, signing and returning this application, you agree, acknowledge and declare the following for and on 
behalf of the Applicant: 

1. I/We consent to Bullivants:

(a) making such enquiries as Bullivants deems necessary including but not limited to obtaining reports from
persons nominated as trade referees, bankers and financiers, credit providers, mortgage and trade insurers and
credit reporting agencies (the Information Sources);
(b) obtaining from the Information Sources such information as is required by Bullivants; and
(c) disclosing the content of any report from an Information Source in whole or in part to any
credit reporting agency for the purpose of allowing that credit reporting agency to create or add
to any credit information file or data base in relation to me/us.

2. I/ We warrant and undertake to Bullivants that:
(a) all information provided by the Applicant in this Application is true and correct;
(b) I/We will notify Bullivants within 30 days of any material change to the Applicant’s legal structure,
management, ownership or control; and
(c) where the Applicant is an incorporated legal entity or partnership, the signatories to this Application have due
authority to bind the Applicant to the terms set out in this Application.

3. I/We acknowledge and agree that Bullivants Terms and Conditions of Quotation and Sale will govern the supply of
products and services to me/us to the exclusion of all other terms and conditions.
I/We further acknowledge that Bullivants Terms and Conditions of Quotation and Sale apply at the time of each
order. Bullivants Terms and Conditions of Quotation and Sale may be amended at any time without notice to me/
us and with effect upon posting to the Bullivants website in accordance with clause 20 of the Bullivants Terms and
Conditions of Quotation and Sale. A copy of the current Bullivants Terms and Conditions of Quotation and Sale is
included in this Application.

4. I/We acknowledge that Bullivants may refuse or withdraw its acceptance of this Application in its sole discretion
and is not obliged to provide a reason for doing so.
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Privacy

Bullivants is committed to protecting the privacy of the personal information that you provide to 
us and we only collect personal information from you which is necessary for us to enable us to assess and process 
your application for a 30-day Trading Account and/or provide assistance to you. If you do not provide us with this 
information, we may not be able to assess and process your application. Wherever practicable, we will ask you for the 
information directly. However, we may need to contact other people and organisations, such as credit reference 
agencies or referees to collect information about you. We may also disclose your personal information to our relevant 
staff and to our agents, contractors and third party suppliers engaged by us to deliver our goods and services. We 
must rely on you to provide information to us that is current and accurate and we will give you the opportunity to 
access the personal information we hold about you, and where necessary, correct any errors in this information (some 
restrictions and costs may apply). If you are 
forwarding information to us on behalf of your organisation (noting the personal information of 
the/other Directors/Proprietors/Partners), we seek assurance from you that the information you forward to us has 
been collected with the knowledge and consent of the person(s) whose personal information has been provided. 
Bullivant’s Privacy Policy and Information Collection Statement is available through the privacy policy link on the 
Bullivants website at http://www.bullivants.com/.
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A0000 Agriculture Forestry & Fishing
B1000 Mining
B1200 Extraction Oil & Gas
B1500 Services to Mining
C2000 Manufacturing
D3000 Electricity Gas & Water Supply
E4100 Construction (Includes Trade Services)
F4500 Wholesale Trade

G5000 Retail Trade
H5700 Accommodation Cafes & 
Restaurants
I6000 Transportation & Storage
J7100 Communication Services
K7300 Finance & Insurance
L7700 Property & Business Services
M8000 Government Admin & Defence
N8400 Education

O8600 Health & Community Services
P9000 Cultural & Recreational Services
Q9500 Personal & Other Services
R9800 
29 
40 
41 
42 

Cranes
Customer-Exports
Customer-Cash Sales Pre-order
Customer-Cash Sales Retail
Customer-Cash Sales NetStore
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If Terms and Conditions of Quotation and Sale are not accepted, the below terms and conditions will apply:

(specify)

Greg Dufour
Highlight
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Manage Digital IDs 
helpx.adobe.com 8 mins read 
 
 


A digital ID is like an electronic driver’s license or passport that proves your identity. A digital ID usually contains 


your name and email address, the name of the organization that issued it, a serial number, and an expiration date. 
Digital IDs are used for certificate security and digital signatures. 
Digital IDs contain two keys: the public key locks, or encrypts data; the private key unlocks, or decrypts that data. 
When you sign PDFs, you use the private key to apply your digital signature. The public key is in a certificate that 
you distribute to others. For example, you can send the certificate to those who want to validate your signature or 
identity. Store your digital ID in a safe place, because it contains your private key that others can use to decrypt your 
information. 


 
 


Digital IDs include a private key that you safeguard and a public key (certificate) that you share. 
You don’t need a digital ID for most of the work you do in PDFs. 
For example, you don’t need a digital ID to create PDFs, comment on them, and edit them. You need a digital ID to 
sign a document or encrypt PDFs through a certificate. 
Self-signed digital IDs can be adequate for personal use or small-to- medium businesses. Their use should be 
limited to parties that have established mutual trust. 
Most business transactions require a digital ID from a trusted third- party provider, called a certificate authority. 
Because the certificate authority is responsible for verifying your identity to others, choose one that is trusted by 
major companies doing business on the Internet. The Adobe website gives the names of Adobe security partners 
that offer digital IDs and other security solutions. See Adobe Approved Trust List members. 
 
  







Unfortunately, you cannot recover or reset the password if you’ve forgotten it. If you created the ID yourself, you can 
create a new one with the same information that you used for the ID. If you got the ID from a certificate authority, 
contact the authority for help. 
 
Create a self-signed digital ID 


Sensitive transactions between businesses generally require an ID from a certificate authority rather than a self-
signed one. 
 
1. In Acrobat, click the Edit menu and choose Preferences > Signatures. 


2. On the right, click More for Identities & Trusted Certificates. 


3. Select Digital IDs on the left, and then click the Add ID button. 


 


4. Select the option A new digital ID I want to create now, and click next. 


 
  







5. Specify where to store the digital ID, and click Next. 
 


New PKCS#12 Digital ID File stores the digital ID information in a file, which has the extension .pfx in Windows and 
.p12 in Mac OS. You can use the files interchangeably between operating systems. If you move a file from one 
operating system to another, Acrobat still recognizes it. 
 
Windows Certificate Store (Windows only) 
Stores the digital ID to a common location from where other Windows applications can also retrieve it. 
 


 
6. Do the following: 
 
a. Type a name, email address, and other personal information for your digital ID. When you certify or sign a 


document, the name appears in the Signatures panel and in the Signature field. 
 


b. Choose an option from the Key Algorithm menu. The 2048-bit RSA option offers more security than 1024-bit 
RSA, but 1024-bit RSA is more universally compatible. 
 


c. From the Use Digital ID For menu, choose whether you want to use the digital ID for signatures, data encryption, 
or both. 
 


d. Click Next.  


 
 







7. Do the following: 
 
a. Type a password for the digital ID file. For each keystroke, the password strength meter evaluates your password 


and indicates the password strength using color patterns. Reconfirm your password. 
 


b. The digital ID file is stored at the default location as shown in the File Name field. If you want to save it 
somewhere else, click Browse and choose the location. 
 


c. Click Finish. 
 


 
If a digital ID file with the same name exists, you're prompted to replace it. Click OK to replace, or browse and select 
a different location to store the file. 
 
8. The ID is created. You can export and send your certificate file to contacts who can use it to validate your 


signature. 
 


  







 
Note: Make a backup copy of your digital ID file. If your digital ID file is lost or corrupted, or if you forget your 
password, you cannot use that profile to add signatures. 
 
Register a digital ID 
 
To use your digital ID, register your ID with Acrobat or Reader. 
 
1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted Certificates, and 


click More. 
 


2. Select Digital IDs on the left. 
 


3. Click the Add ID button 
 


4. Choose one of the following options: 
 


A File: Select this option if you obtained a digital ID as an electronic file. Follow the prompts to select the digital ID 
file, type your password, and add the digital ID to the list. 
 
A Roaming Digital ID Stored on A Server: Select this option to use a digital ID that’s stored on a signing server. 
When prompted, type the server name and URL where the roaming ID is located. 
 
A Device Connected To This Computer: Select this option if you have a security token or hardware token 
connected to your computer. 
 
5. Click Next, and follow the onscreen instructions to register your digital ID. 
 
 
Specify the default digital ID 
 
To avoid being prompted to select a digital ID each time your sign or certify a PDF, you can select a default digital ID. 
 
1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted Certificates, and 


click More. 
 


2. Click Digital IDs on the left, and then select the digital ID you want to use as the default. 
 


3. Click the Usage Options button and choose a task for which you want the digital ID as the default. To specify 
the digital ID as the default for two tasks, click the Usage Options button again and select a second option. 


 


 


A check mark appears before selected options. If you select only the signing option , the Sign icon appears next to 
the digital ID. If you select only the encryption option, the Lock icon  appears. 
If you select only the certifying option, or if you select the signing and certifying options, the Blue Ribbon icon
appears. 


 







 
Note: To clear a default digital ID, repeat these steps, and deselect the usage options you selected. 
 
 
Change the password and timeout for a digital ID 


Passwords and timeouts can be set for PKCS #12 IDs. If the PKCS #12 ID contains multiple IDs, configure the 
password and timeout at the file level. 
 
Note: Self-signed digital IDs expire in five years. After the expiration date, you can use the ID to open, but not sign 
or encrypt, a document. 
 
1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted Certificates, and 


click More. 
 
2. Expand Digital IDs on the left, select Digital ID Files, and then select a digital ID on the right. 
 
3. Click Change Password. Type the old password and a new password. For each keystroke, the password strength 


meter evaluates your password and indicates the password strength using color patterns. Confirm the new 
password, and then click OK. 


 


4. With the ID still selected, click the Password Timeout button. 
 
5. Specify how often you want to be prompted for a password: 


Always: Prompts you each time you use the digital ID. 


After: Lets you specify an interval. 


Once Per Session: Prompts you once each time you open Acrobat. 


Never: You’re never prompted for a password. 


6. Type the password, and click OK. 
 
Note: Be sure to back up your password in a secure place. If you lose your password, either create a new self-
signed digital ID and delete the old one, or purchase one from a third-party provider. 
 
Delete your digital ID 
When you delete a digital ID in Acrobat, you delete the actual PKCS #12 file that contains both the private key and 
the certificate. Before you delete your digital ID, ensure that it isn’t in use by other programs or required by any 
documents for decrypting. 


Note: You can delete only self-signed digital IDs that you created in Acrobat. A digital ID obtained from another 
provider cannot be deleted. 
 
1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted Certificates, and 


click More. 
 


2. Select Digital IDs on the left, and then select the digital ID to remove. 
 


3. Click Remove ID. 
 


4. Enter the password, and then click OK. 
 
Note: If you have forgotten the password, you cannot delete the ID from here. When you click Remove ID, the 
Acrobat Security dialog box shows the complete location of the digital ID file. Go to the location, delete the file, and 
then relaunch Acrobat. The ID is removed from the list. 
 







 


How to protect your digital IDs 
 
By protecting your digital IDs, you can prevent unauthorized use of your private keys for signing or decrypting 
confidential documents. Ensure that you have a procedure in place in the event your digital ID is lost or stolen. 
 
When private keys are stored on hardware tokens, smart cards, and other hardware devices that are password- or 
PIN-protected, use a strong password or PIN. Never divulge your password to others. If you must write down your 
password, store it in a secure location. 
Contact your system administrator for guidelines on choosing a strong password. Keep your password strong by 
following these rules: 
 
• Use eight or more characters. 
• Mix uppercase and lowercase letters with numbers and special characters. 
• Choose a password that is difficult to guess or hack, but that you can remember without having to write it down. 
• Do not use a correctly spelled word in any language, as they are subject to “dictionary attacks” that can crack 


these passwords in minutes. 
• Change your password on a regular basis. 
• Contact your system administrator for guidelines on choosing a strong password. 


 
To protect private keys stored in P12/PFX files, use a strong password and set your password timeout options 
appropriately. 
If using a P12 file to store private keys that you use for signing, use the default setting for password timeout option. 
This setting ensures that your password is always required. 
If using your P12 file to store private keys that are used to decrypt documents, make a backup copy of your private 
key or P12 file. 
You can use the backed up private key of P12 file to open encrypted documents if you lose your keys. 
 
The mechanisms used to protect private keys stored in the Windows certificate store vary depending on the 
company that has provided the storage. Contact the provider to determine how to back up and protect these keys 
from unauthorized access. In general, use the strongest authentication mechanism available and create a strong 
password or PIN when possible. 
 
 
What to do if a digital ID is lost or stolen 
 
If your digital ID was issued by a certificate authority, immediately notify the certificate authority and request the 
revocation of your certificate. In addition, you should not use your private key. 
 
If your digital ID was self-issued, destroy the private key and notify anyone to whom you sent the corresponding 
public key (certificate). 
 
Please refer to the Adobe website for further information:  
https://helpx.adobe.com/acrobat/using/digital-ids.html#create_a_self_signed_digital_id 
 



https://helpx.adobe.com/acrobat/using/digital-ids.html#create_a_self_signed_digital_id
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